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Abstract
To ensure that no one is left behind in today’s fast-changing world driven
by technological advancement, it is critical for global citizens of all ages
and socioeconomic backgrounds to have a set of digital skills to live,
work, learn, and participate in modern society. This brief emphasizes the
need for a holistic framework encompassing technical and
socioemotional dimensions to formulate 21st century skills targets and
pave the way for tangible outcomes in the workplace and beyond.
Standardized assessment tools are essential to consistently measure
digital literacy, identify gaps and track progress towards narrowing
them, especially for the most vulnerable populations.
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Challenge
During the last decade, technology-driven transformations have created
emerging challenges for education systems worldwide to adequately prepare
future generations to meet the demands of a changing environment. The
complex problems of the 21st century society require the development of a wide
set of digital skills for life and work. Advances in artificial intelligence (AI) and
automation are and will continue to transform job markets (International
Telecommunications Union, 2018; McKinsey Global Institute, 2018; OECD,
2018b). All technology related skills (both basic and advanced) will continue to
see substantial growth in demand, especially in critical areas such as advanced
IT and programming, AI, robotics, machine learning, and nanotechnologies.
There are currently tens of millions of jobs available around the world for those
with advanced digital skills, but unfortunately, a shortage of qualified people to
fill them. This mismatch in the labor market is expected to grow in the coming
years. In fact, most of today’s global workforce does not have the digital skills
required for today’s jobs, let alone the skills for future jobs that will be available
in the next five to ten years.
In a world driven by transformative technologies, there is a critical need for
global citizens of all ages to have a set of digital skills to live, work, learn, and
participate in modern society. Thus, digital literacy is vastly becoming a
foundational framework of skills akin to reading and writing. At the macro
level, digital literacy and e-inclusion are now broadly recognized as
instrumental means to fostering sustainable development and economic
growth, and reducing social inequalities (e.g., European Commission, 2016;
Fraillon et al., 2015; ILO, 2016; ITU, 2018; Karpati, 2011; UNESCO, 2018; van
Deursen, Helsper, & Eynon, 2014). However, to date, there is little consensus as
to how digital literacy should be defined and measured.
At the same time, employers demand for “human skills” or socioemotional skills
have also been on the rise (Acosta, Igarashi, Olfindo, & Rutkowski, 2017; Bughin
et al., 2018). As workers increasingly interact with ever-smarter machines,
human-machine interaction is being transformed and employers are looking
for workers who can bring unique “human” elements to the work environment.
The ability to engage in a digital world and perform tasks effectively is highly
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dependent on digital skills functioning together within a wider framework of
soft skills such as critical and innovative thinking, complex problem solving,
communication, and ability to collaborate. Despite their growing importance,
these soft skills are often left out of discussions related to digital literacy and einclusion. And yet, within the digital literacy context, these skills are critical to
an individuals’ ability to successfully apply technical know-how to solve real
problems (UNESCO, 2018; Neisser et al., 1996).
In the past few years, the G20 has played an important role in raising awareness
about the importance of digital skills and the transformational change that is
underway. It now must play an even more critical role in helping the world
prepare for this transformation with a better alignment between education and
workforce needs. Laying out a more comprehensive strategy for digital literacy
will help employers better communicate and reframe their needs. It will also
help those in the labor market to prepare for the skills that will be needed and
to better market those skills, thereby increasing their long-term employability,
creativity, performance, and occupational attainment.

Proposal
Recent G20 communiques have emphasized the need for a global educational
framework to improve basic digital skills’ awareness and capabilities (e.g.,
Chetty et al., 2017, 2018; Cobo, Zucchetti, & Rivas, 2018). These reports have
also included recommendations to improve general infrastructure related to
the availability and affordability of information and communication
technologies (ICTs). There is now a critical need for the G20 to expand these
efforts to create a more dynamic and evolving definition for digital literacy. This
definition should include human skills and higher-order cognitive digital skills
related to current and emerging frontier technologies that are critically needed
in today’s digital age. Educational systems and labor markets around the globe
need a more holistic and systematic approach to ensure the development of
digital literacy for all segments of society. This comprehensive framework
should provide a more complete picture of the entire digital skills ecosystem

necessary to transform digital literacy in the classroom to tangible outcomes in
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the work environment. The following are specific recommendations to assist
the G20 in achieving this objective.

Recommendation 1: Defining the multidimensionality of digital literacy and einclusion
As a first step, the G20 is well positioned to lead the process of developing a
more inclusive definition and strategy for “digital skills” and what it means to
be digitally literate and e-included in the 21st century. The multidimensionality
of digital literacy needs to be emphasized in this definition so that it moves
beyond the current narrow focus on basic technical abilities to include the more
complete set of socio-technical skills needed. This definition also should be fluid
enough so that it can be regularly updated to keep pace with rapidly changing
technological advancements and the need for new digital skills as they arise
(Chetty et al., 2018).1
The process of acquiring digital skills not only includes gains in technical access,
knowledge and expertise but also the ability to apply that knowledge so as to
reach tangible and meaningful outcomes in the workplace and beyond (van
Deursen, Helsper, & Eynon, 2014). To this end, the digital age requires the
mastery of a wide range of competencies that go beyond the technical skills
relevant to a specific industry or career path. It also includes the complex
human elements mentioned earlier that enhance an individual’s ability to
effectively put into practice digital technologies. According to The World Bank’s
World Development Report (2018), “it is not enough to train learners to use
computers: to navigate a rapidly changing world, they have to interact
effectively with others, think creatively, and solve problems.”
To create a more holistically-prepared, digitally-skilled global population, a
comprehensive and fluid framework covering both technical and
Chetty et al. (2018) highlight the importance of creating a fluid, rather than static, definition for digital literacy
that is responsive to the changing needs of employers. The G20 can create a formal governing body dedicated
to defining and measuring digital literacy. This body would establish a structured process for regularly
monitoring and reassessing the “digital landscape.” An initial agreed upon definition of digital literacy would
first be established. As the “landscape” changes, the definition would be systematically updated and refined, as
well as the assessment tools used to measure digital literacy.
1
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socioemotional dimensions is needed. As shown in the sub-sections below,
frameworks assessing technical digital skills have so far been kept separate
from those focusing on socioemotional skills. It is important for the G20 to
move beyond the dichotomy-based, domain-specific understandings of skills,
and to build upon existing frameworks in order to support the implementation
of an integrated scheme that includes the multidimensionality of digital
literacy.

1.1

Technical digital skills definition and assessment frameworks:

Organizations and institutions such as the OECD, ILO, ITU, and the European
Commission have been working for several years to create frameworks related
to digital skills definitions and assessments (e.g., European Commission, 2016;
Fraillon et al., 2015; ILO, 2016; ITU, 2018; Karpati, 2011; UNESCO 2018; van
Deursen, Helsper, & Eynon, 2014; World Economic Forum, 2018). As an
example, we reference the work of the European Commission and its Digital
Competence Framework for Citizens (also referred to as DigComp). DigComp
assists policy makers and educators in formulating strategies to improve digital
competencies in Europe by providing them with “a common language” on how
to identify and describe the key areas of digital competence that are needed
(Vuorikari, Punie, Carretero, & Van den Brande, 2016).
The work of the EC and others defines digital literacy across a variety of digital
contexts and mediums (e.g., computer, Internet, tablet, mobile phone, digital
applications, platforms, and software). While there is some disagreement as to
the specific elements that should be included in any definition of digital literacy,
the vast majority focus on at least seven core domains of basic digital skills: (1)
basic knowledge and operational skills, (2) information usage, (3)
communication literacy, (4) content creation, (5) digital citizenship, (6) careerrelated competencies, and (7) industry-specific competencies (e.g., Deloitte
China, 2018; ILO, 2016; The World Bank, 2016, 2018; UNESCO, 2018; World
Economic Forum, 2016). Note again that these domains uniquely emphasize
the technical aspects of digital literacy – and primarily, basic skills, which are
needed at the primary and secondary education levels. Rarely, if at all, do these
5
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frameworks address the more advanced, emerging, and specialized frontier
skills in high demand by employers, but in particularly short supply. These are
skills such as computational thinking and coding that need to be included at the
tertiary (post-secondary) level, as well as within vocational education and
training programs.

1.2

Socioemotional skills definition and assessment frameworks:

As with technical digital skills, a number of frameworks now exist to define and
measure what it means to be socio and emotionally capable (CASEL, 2019;
Chernyshenko, Kankaraš, & Drasgow, 2018; Guerra, Modecki, & Cunningham,
2014; ILO, 2016; OECD, 2016, 2017, 2018a; UNESCO, 2018; World Economic
Forum, 2018). This includes skills such as emotional intelligence (EQ),
creativity, leadership, perseverance, communication and relationship skills,
ability to work in teams, decision making and critical thinking, and numerous
others. Also included are employers’ demands for critical personal attributes
such as honesty and a positive attitude, which have been cited by employers as
traits that are most critical, and yet, difficult to find (ILO, 2016). The OECD
recently launched three international assessments examining social and
emotional skills of both children and adults. The studies have included the
Programme for International Student Assessment (PISA) Students’ Well-Being,
the Survey of Adult Skills (PIACC), and the Study on Social and Emotional Skills
(OECD, 2016, 2017, 2018a). Other researchers have developed a set of core
metrics in social and emotional learning (SEL) that can predict educational and
life outcomes such as those related to health and overall well-being (CASEL,
2019; UNESCO, 2018). The Collaborative for Academic, Social, and Emotional
Learning (CASEL) in the United States has created a framework for
understanding SEL and the process through which children and adults develop
and effectively apply socioemotional skills at school, at home, and in the
community.
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Among the work of the OECD, CASEL, and others, there are considerable
differences in what the SEL skill domains should be and how they should be
measured. For example, the OECD’s framework emphasizes the “Big Five” –
conscientiousness, openness to experience, extroversion, agreeableness, and
emotion stability. CASEL also focuses on five core competencies but defines
them in terms of self-awareness, self-management, responsible decisionmaking, relationship building, and social awareness. Most existing SEL
frameworks include elements of the following socioemotional domains: (1)
self-awareness, (2) basic cognition, (3) higher-order cognition, (4),
communication ability, (5) social awareness, (6) self-management, (7)
professional skills, and (8) personality traits.

1.3

Merging the technical digital skills with the softer human skills:

Taken as a whole, the above proposed frameworks emphasize various aspects
of the skills needed for the new digital age. Still, efforts to define, measure, and
monitor basic digital literacy have been largely kept separate from those
related to higher-level technical skills and socioemotional learning. To date,
there is no single model that has cohesively linked all of these socio-technical
skills together. Nevertheless, the G20 can use these models as a foundational
starting point to: (1) assess existing frameworks, (2) examine how they are
currently being used, (3) evaluate their strengths and limitations, and (4)
determine their potential for creating an integrated and more
multidimensional definition for digital literacy as described above. The G20 can
generate the conditions and promote common frameworks, which provide a
clear definition of the main categories of digital literacy that should be included
in any national or regional digital skills strategy. Figure 1 draws from several
of these well-known frameworks to provide a comprehensive summary of the
technical and non-technical skills most commonly recognized as being
necessary for success in the new digital age. The first panel highlights the core
dimensions of basic digital skills, with the addition of the emerging and frontier
skills. The second panel showcases the non-technical, or human skills, grouping
together mutually-related social and emotional skills into 8 big domains.
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Recommendation 2: Establishing metrics to strengthen accountability for
meeting digital skills targets and reducing gaps
In addition to developing a multidimensional definition for digital literacy, the
G20 can promote the development of a core set of metrics and assessment tools
that member states can use to consistently measure digital literacy along these
different technical and non-technical continuums. These metrics are crucial to
identifying existing skills gaps and tracking progress towards narrowing them,
especially for segments of the global population that are particularly at risk of
being left behind (e.g., youth, women and girls, low-skilled workers, migrants
and refugees, rural farmers, the elderly, and persons with disabilities).
As efforts are being made to measure digital literacy, regular data collection is
needed to analyze digital access, knowledge, practices, and capabilities, so as to
facilitate a robust and comprehensive understanding of the digital skills
divides. At the national level, adopting uniform methodologies and approaches
across years are critical for educational systems and governments to discern
trends in digital literacy and changes in digital divides over time. The G20 can
support organizations such as UNESCO and ITU to encourage data sharing so as
to facilitate regional and global comparisons and help shape educational
learning targets and general guidelines for establishing common metrics and
diagnostic tools (Costin & Coutinho, 2018).
Global metrics can motivate action and generate accountability for reducing
digital divides and meeting digital skills targets. Akin to other international
assessment tools such as PISA and TIMSS that focus on gauging mathematics
and science knowledge of students, a framework for assessing digital literacy is
key to understanding individuals’ 21st century skill levels and growing needs.2
As per the multidimensional definition of digital literacy, these involve
technical and non-technical (human oriented) skills. The latter include both
PISA refers to the Programme for International Student Assessment and is a worldwide study conducted by
the OECD (http://www.oecd.org/pisa/). TIMSS refers to the Trends in International Mathematics and Science
Study which is sponsored by the International Association for the Evaluation of Educational Achievement (IEA)
and conducted in the United States by the National Center for Education Statistics (NCES)
(https://nces.ed.gov/timss/).
2
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foundational skills (basic literacy, numeracy, critical thinking, and problem
solving) and higher-order skills (advanced version of the foundational skills
including adaptive learning) (UNESCO, 2018). The former exist on a spectrum
from basic, intermediate to advanced skill levels.
While the development of a consistent strategy for global measurement is
essential, the process poses some technical and political challenges. Obtaining
global consensus on the scope and relevance of the metrics and assessment
tools can be complicated. However, sound technical recommendations by the
G20 as to the methods, measurement, interpretation, and feedback
mechanisms can still be made to establish benchmarks and facilitate
comparisons. There are challenges also related to financing, infrastructure and
implementation capacity, and political will to implement such metrics and
assessment tools. But most of these problems can be overcome through the
establishment of clear goals and quality thresholds. The G20 can and should
encourage governments to use a global framework as a complement to already
existing national assessment systems and tools and not as a substitute for them.
This process could therefore be viewed as a way to strengthen the capacity of
national systems, as long as the advantages are clearly communicated,
especially in terms of the “digital dividends.” To this end, the metrics should be
framed so as to guide policy aimed at making sure that future generations have
the skills needed to be employable, productive, creative, and successful in the
digital age.

Recommendation 3: Linking digital literacy with tangible outcomes
As a third action step, the G20 can develop an international digital skills
strategy that includes definitions, metrics and assessments to measure digital
literacy, and guidelines for how education systems and employers can use these
measurements to more effectively communicate and work together to bridge
the digital skills divide. One of the main reasons for the current divide is the
continued disconnect between education and the workforce. Shortages in
digital skills are often discussed in ways that are disconnected from general
debates about education and learning. As a result, education systems have not
9
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been preparing students and adult populations adequately to meet the job
market demands. To this end, there is the need for a clear conceptualization of
the digital skills ecosystem and the pathways by which education systems can
work with employers and other key partners to successfully transform digital
literacy in the classroom to more concrete and tangible outcomes in the work
environment and beyond. Industry reports have begun to informally
acknowledge the “digital dividends,” especially in terms of human capital
accumulation, employability, and social mobility (Hernandez & Roberts, 2018;
OECD, 2015a, 2015b). However, the environment and digital ecosystem needed
to make these outcomes happen has not yet been formally conceptualized in a
way that can be rigorously reviewed and tested. Also, many of these “digital
dividends” still have yet to be defined, quantified, or measured, especially in
terms of the non-technical human skills.
The G20 can foster the design of a model digital skills strategy that member
states can adopt and follow. It can highlight current best practices in education
and map out the specific pathways and tangible outcomes that can be achieved
professionally, economically, culturally, socially, and personally. This type of
mapping can help education systems more clearly identify the “returns” or
“digital dividends” to acquiring digital skills and how they can directly improve
future employability.

Recommendation 4: Developing a coordinated approach to digital skills literacy
Finally, the G20 can successfully provide leadership by creating a digital skills
coalition or advisory body that undertakes the development and
implementation of a global set of standardized skills and assessment tools.
These tools would be used by member countries to set targets, track progress,
and update policies and programs to meet evolving needs. Many of the existing
assessment strategies discussed previously are highly useful to learn from and
build upon. The key would be to take a more holistic approach that (1)
encompasses both technical and non-technical dimensions, (2) addresses the
continuum of technical digital skills, and (3) adapts the metrics for different
target populations (segmented according to age, gender, educational
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attainment, employment status, socioeconomic status, geographical location,
and displacement). Such efforts would provide more comparable data on
digital skills levels and gaps. Countries and communities would be able to use
these data to drive agendas, initiatives, and policies related to digital education,
labor market outcomes, and reducing the digital skills divide. The challenge is
that each country is starting from a different baseline and faces different
barriers (economically, socially, culturally, politically, and educationally) in
designing and implementing a successful digital literacy framework. Any efforts
by an advisory body would need to carefully take these differences into
consideration, especially disparities in ICT infrastructure and social and
cultural norms that still prevent many populations such as women and youth
from being digitally included.

Conclusions
The current policy brief addresses the multidimensionality of digital literacy
and e-inclusion in light of the challenges that transformative technologies are
creating for the future of work worldwide. In particular, it stresses the need to
introduce comprehensive and holistic frameworks for defining, measuring and
assessing digital literacy, which reflect the complex set of skills needed for
creating tangible outcomes in the work environment and beyond. The G20 is
well positioned to lead this process of developing comprehensive definitions,
strategies and assessment tools for measuring digital literacy. These efforts
would include the diverse set of skills – technical and non-technical – that are
and will be needed in the future.
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Appendix
Figure 1. The digital skills needed in the 21st century
Technical Skills
Operational
•Basic ICT literacy of digital
concepts
•Basic knowledge of hardware and
software
•General usage of operating
systems
•Technological engagement
•Equipment operation and control
•Equipment maintenance and
repair
•Programming and coding
•Quality control and
troubleshooting
•Digital applications (downloading,
installing, and operating apps)

Digital citizenship
•Digital ethics
•Social, ethical, legal aspects and
impacts of digitalization
•Trust and confidence in using
digital technologies
•Internet safety and consumer
privacy and security
•Protecting devices, personal data
and privacy, health and well-being,
and environment

Informational
•Navigating Internet environment
•Searching for information online
•Selecting and organizing online
content
•Extracting information
•Analyzing digital information
•Data literacy skills
•Basic word processing
•Using spreadsheet software
•Data visualization

Career-related competencies
•STEM technical skills
•Upskilling or leveling up
•Reskilling
•Specific software skills
•Specific programming skills
•Technical training
•Credentialing
•English language proficiency
•Foreign language skills

Social
•Interacting through digital
technologies and digital media
•Sharing of knowledge and other
content through digital
technologies and digital media
•Virtual collaboration and
exchanges
•Communicating ideas
•Using email
•Using social media sites
•Participation in social networks
•Creating and managing digital
identity and presence on the
Internet

Industry-specific competencies
•Agriculture
•Education
•Energy
•Financial and insurance
•Healthcare
•Manufacturing
•Textiles
•Transportation

Creative
•Developing digital content
•Writing and commenting online or
on other digital platforms
•Creating and uploading video
content
•Designing website and digital
platforms
•Designing apps/software
•Creating digital content from
existing online images, music or
videos
•Technology and user experience
design

Emerging and frontier skills
•Computational thinking and coding
•Artificial intelligence (AI)
•Blockchain
•Big data and predictive analytics
•Cloud computing
•Machine learning
•Robotics, drones, autonomous
transport
•Internet of Things
•Nanotechnology
•Genetics and biotechnology
•Advanced manufacturing and 3D
printing

Non-technical (human) skills
Self-awareness
•Open-mindedness
•Mindfulness
•Consciousness
•Self-reflection
•Authenticity
•Conscientiousness
•Recognition of strengths and
weaknesses
•Self-confidence
•Self-esteem, positive identity

Social awareness
•Empathy and compassion
•Cultural sensitivity
•Tolerance and appreciation for
diversity and inclusiveness
•Respect for others
•Social engagement
•Service orientation
•Community engagement
•Ethical responsibility
•Gratitude and appreciation
•Moral compass

Cognitive:
Foundational skills
•General academic (literacy,
numeracy)
•Reading comprehension
•Mathematical reasoning
•Cognitive flexibility
•Critical thinking
•Logical reasoning
•Problem sensitivity
•Situation analysis
•Problem solving

Self-managment
•Self-control
•Self-discipline
•Self-motivation
•Emotional regulation
•Monitoring of self and others
•Stress management
•Goal orientation

Cognitive:
Higher-order skills
•Creativity, imagination
•Innovativeness, vision
•Informed and responsible
decision making
•Strategic thinking
•Complex problem solving
•Visualization
•Evaluation and assessment
•Design thinking
•Adaptive and active learning

Professional
•Leadership
•Team building
•Organization
•Multi-tasking
•Resource management
•People management
•Time management
•Entrepreneurship

Communication
•Interpersonal communication
•Relationship skills
•Networking
•Oral and written expression
•Reading comprehension
•Active listening
•Cooperation
•Coordinating with others
•Negotiation and persuasion
•Assertiveness
•Emotional intelligence (EQ)

Personality Traits
•Optimism
•Willingness to learn
•Curiosity
•Passion, enthusiasm
•Agreeableness
•Flexibility and adaptability
•Motivation, drive
•Commitment, persistence, grit
•Work ethic, diligence, precision
•Dependability, reliability
•Independence, agency
•Ability to improve from critical
feedback
•Honesty, trustworthiness
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